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Digital Operations becomes necessary when Al begins performing accountable work within an organization. Even if a
healthcare entity manages Al governance, cybersecurity, model assessment, procurement, workflow automation, and
compliance, it may still lack the essential system for daily Digital Labor operation. The Digital Operations System (DOpS)
serves as the management framework linking role design, context, identity, access, control, supervision, telemetry,
autonomy, incident review, learning, risk, and portfolio governance. This article describes DOpS as the operational layer
for Digital Workers, which enables Digital Labor to be visible, bounded, measured, supervised, improved, and reversible.
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organizational context; managed autonomy; operational telemetry; Al operations; risk management.

Key points

® Al governance is necessary but insufficient once Al performs
accountable work. Governance determines whether Al should be
used; Digital Operations manages how Digital Workers perform
authorized work safely, consistently, and under institutional
accountability.

e Digital Workers require a management system. DOpS
provides the operational infrastructure through which Digital
Workers are created, supplied with organizational context,
supervised, measured, improved, and retired throughout their
lifecycle.

e Operational evidence enables reliable Human-Digital
Organizations. By connecting role definition, context, authority,
supervision, telemetry, incidents, and learning, DOpS allows
human and digital work to operate together within accountable
workflows.

e Digital Operations creates the information needed to
manage enterprise risk. The operational records generated
through DOpS support organizational learning while providing
evidence for governance, quality management, risk management,
financial planning, and ultimately business insurance
underwriting.

Al governance is necessary butincomplete

Al governance asks essential questions. Which uses are
acceptable? Which risks require review? Which policies apply?
Which vendors meet organizational expectations? Which
fairness, privacy, safety, security, and transparency standards
should be met? These questions matter, and recognized Al risk
and management frameworks provide useful structure.™?

But governance alone does not operate work. A committee can
approve a prior-authorization Digital Worker without providing
current payer-policy context, configuring least-privilege access,
designing escalation procedures, measuring reviewer burden,
logging tool calls, classifying near misses, or deciding whether to
narrow authority after a policy change. Those tasks are not
peripheral. They are the operating system of Digital Labor.

The pattern is historically familiar. Quality management, patient
safety, and information security each became management
disciplines when complex work could no longer be made reliable
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through individual craft, after-the-fact inspection, or scattered
technical controls.*® Digital Labor is entering the same sequence:
new capability creates operational complexity, complexity
createsrisk, andrisk creates the need for management. Thisis the
gap Digital Operationsfills. It begins where Al moves from product
capability into institutional work.

Digital Operations becomes necessary when

Digital Workers perform accountable work
Healthcare organizations are beginning to see the need to manage
Digital Workers, which are more than an abstract Al capability.
They are characterized as bounded operational roles through
which Al performs accountable work under organizational
authority. Managing Digital Labor therefore requires more than
supervising models or workflows. It requires managing the
operational roles through which work is delegated, supervised,
measured, and continuously improved. DOpS provides the
management infrastructure for those roles rather than for the
underlying models alone.

A Digital Worker can touch many domains at once. It may use a
model from one vendor, a retrieval index maintained by another
team, a credentialed account in an EHR, a payer portal, a
document management system, a human review queue, and a
compliance policy. It may affect revenue, patient communication,
clinical documentation, privacy, and operational performance.

No single traditional function owns all of that. IT can manage
infrastructure but may not own payer-policy accuracy.
Compliance can define boundaries but may not manage queue
performance. Clinical leadership can define review standards but
may not maintain identity controls. Operations can own the
workflow but may not monitor model drift or the distinctive
security risks that agentic systems introduce around goals, tools,
identity, privilege, and cascading failure.® Procurement can
negotiate vendor terms but cannot supervise daily execution.

Digital Operations is the cross-functional discipline that connects
these pieces around work. It makes the Digital Worker visible as a
managed role rather than a hidden technical capability. Without
that visibility, shadow Digital Workers become the operational
equivalent of unauthorized contractors holding production
credentials.
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Governance Decides. Digital Operations Runs the Work.

Approval is the entry point to management, not its conclusion

e \

61'0 Al GOVERNANCE

A point-in-time decision
Asks: should this Al system be used, and under
what conditions?

® Which uses are acceptable, and which risks require
review

® Which policies, standards, and frameworks apply
® Which vendors meet organizational expectations

® Which fairness, privacy, safety, security, and
transparency standards must be met

® Whether approval is granted — and then the decision
closes

Necessary. But a committee does not supply payer-policy
context, configure least-privilege access, or measure reviewer
burden.

APPROVAL

-

hands the role

over

® DIGITAL OPERATIONS - DOpS
A continuous operation
Manages: how the allowed work is performed, every
day, under whose authority

® Role definition, the Digital Worker Record, and a named
supervisor

@ Current local context: policy, contracts, source hierarchy,
freshness

® Machine identity, least-privilege access, and auditable
action

® Execution control: confirmations, action gates, rollback,
blast radius

@ Supervision, telemetry, incident classification, and change
control

® Authority expanded, narrowed, paused, or revoked on local
evidence

The model can change without the role changing, and the role can
change without the model changing. DOpS keeps the role coherent.

@ Deployment readiness requires both — a governed decision and an operated system

FIGURE 1 - DOpS versus Al governance. Governance decides whether an Al system should be used and under what conditions; DOpS manages the allowed work every
day. Approval is the entry point to management, not its conclusion, and deployment readiness requires both.

DOPpS is the operating system of Digital Labor

Every management discipline eventually develops a management
system. Quality management systems, information security
management systems, and, more recently, Al management
systems all reflect the same institutional pattern: the system does
not replace judgment; it makes judgment repeatable, and it does
not remove accountability; it makes accountability operational.2s

DOpS can be understood in these terms as the operating system
for Digital Labor. It brings together the familiar processes
historically used to build and manage a human workforce,
enabling the creation, authorization, contextualization, access,
supervision, measurement, improvement, suspension, and
retirement of Digital Workers.

The DOpSroleis also to readily answer practical questions: Which
Digital Workers exist? What are they allowed to do? Which
systems can they access? Which context sources are
authoritative? What evidence do they preserve? Who supervises
them? What incidents have occurred? Which autonomy level is
currently justified? Which worker depends on which model,
vendor, policy source, portal, or human review queue?

Without an integrated system that can promptly provide these
answers, the organization’s management cannot effectively
control instances of Digital Labor that work technically but lack
the traceability needed for enterprise management, scalable
deployment, and future risk financing.

Core DOpS components

The core components of DOpS should be designed as operating
capabilities rather than static policy documents:
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e The registry records every Digital Worker and its role, owner,
supervisor, systems, access, autonomy band, validation
status, incidents, and lifecycle.

e The context layer manages the local knowledge required for
work: policies, contracts, source hierarchy, workflow rules,
patient and case facts, partner-system reliability, and
freshness.

e The identity and access layer gives controlled permissions
and auditable actions to each worker.

e The execution-control layer governs tool use, confirmations,
action gates, rollback, and blast-radius limits.

e The supervision layer defines human review, escalation,
approval, override, correction, and coaching; it must make
review meaningful rather than ceremonial, because decision
support can introduce new errors when reviewers over-rely on
system outputs or cannot see the basis for a
recommendation.”?

e The telemetry and evidence layer captures inputs, sources,
tool calls, decisions, outputs, approvals, actions, outcomes,
and corrections.

e The incident-review layer classifies failures, near misses,
context gaps, tool errors, and escaped material errors.

e The change-control layer determines which model, prompt,
policy, portal, or workflow changes require revalidation,
temporary narrowing of authority, or compliance review.

e The autonomy-management layer expands, narrows, pauses,
or revokes authority based on evidence.

e The learning layer turns reviewed traces into updated context,
workflow changes, worker improvements, and organizational
memory, which is the mechanism through which Digital Labor
can serve the aims of a Learning Health System.®
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The registry is most useful when implemented through a
persistent Digital Worker Record that follows each role
throughout its lifecycle. Rather than documenting only technical
configuration, the record connects role definition, operational
identity, authority, supervision, context, evidence, incidents,
performance, and retirement into a single institutional object. This
continuity allows organizations to improve Digital Workers over
time even as underlying models, tools, vendors, and workflows
evolve.
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These components are interconnected rather than standalone
modules. Role design dictates the necessary permissions;
permissions specify the evidence to be gathered; evidence
influences whether autonomy should grow; autonomy determines
the supervision needed; supervision leads to corrections; and
corrections update the context. DOpS is the system that
maintains these connections, ensuring Digital Labor remains
governable instead of just being instrumented.

The DOpS Layered System

The technical base is only the bottom layer — authority flows down, evidence flows up

Portfolio governance Learning layer

LAYER 4 Digital Workers are run as a portfolio, and reviewed work becomes institutional memory

Organizational memory

Risk and underwriting evidence

> ( ~
s LAYER 3 The daily control of authorized work, where authority is earned, held, or withdrawn
x
g Oparate Supervision Telemetry and evidence Incident review Change control g
S n
< =
- Autonomy management )
[y -
o \ ) ™
H p w
" ) (%}
g LAYER 2 The role itself: what the worker is, what it knows, who it is, and what it may do ﬁ
s Define X - . i =
F3 Registry and Digital Worker Record Context layer Identity and access Execution control E
. v
e A

LAYER 1 Necessary and insufficient — capability, not a management system

Techni

b;cse cal Models Tools and integrations Data and retrieval Infrastructure Vendors

A model platform, an automation tool, or a dashboard supplies parts of the base. Only the layers above it manage
’ ’

Digital Labor as work.

FIGURE 2 - DOpS layered system. The technical base is only the bottom layer; above it, DOpS defines roles, context, identity, and execution control, operates
supervision, telemetry, autonomy gates, change control, and incident response, and manages the portfolio. Evidence flows up the stack while authority flows down.

DOpS must be cross-functional

Digital Labor crosses departmental boundaries, so Digital
Operations cannot live entirely inside innovation, IT, compliance,
or clinical operations. A Digital Worker preparing authorization
packets may require clinical leadership to define medical review
thresholds, operations to define workflow, revenue cycle to define
outcome metrics, IT to manage identity and integrations, security
to define access controls, compliance to define evidence
retention, legal to review vendor responsibilities, and quality/risk
to define incident categories.

Cross-functionality should not imply scattered ownership. Each
Digital Worker must have a designated operational owner and
supervisor. DOpS offers the shared infrastructure and
management processes, while local owners are still responsible
for their role's tasks. This approach is similar to cybersecurity,
quality, and clinical safety, which rely on enterprise frameworks
combined with local accountability. A related idea is that
organizations may utilize external platforms, models, and
integrators, but they cannot delegate accountability for the Digital
Labor functioning within their environment, just as they cannot
delegate responsibility for quality or security.
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The healthcare safety literature's sociotechnical framing is useful
here: outcomes emerge from interactions among people, tasks,
tools, technologies, organization, and environment.*>2 Digital
Labor intensifies that interaction because Al systems can act
across the same surfaces humans use.

DOpS is not a model platform or automation tool

A model platform helps select, host, evaluate, route, or monitor
models. An automation tool executes workflow steps. A
governance process approves or constrains use. An observability
dashboard shows what happened. DOpS is different. It manages
Digital Labor as work, and it connects what happened to authority,
context, accountability, and learning.

This distinction matters because the Digital Worker may use
several models, several tools, and several policies over time. The
model can change without the role changing. The role can change
without the model changing. The workflow can change because a
payer portal changes. The context can change because an internal
policy is updated. The supervisor can change because the
operating team is reorganized. DOpS is the layer that keeps the
role coherent across these changes. For the same reason, the
system should be model-agnostic: new models should enter as
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controlled components that are validated locally against the role,
because performance in one setting does not guarantee
performance under another organization's data, workflows, and
patients, and behavior can shift as local conditions change.’3"

MLOps, software-engineering practice, model cards, dataset
datasheets, and audit frameworks all contribute important
pieces.’®?' DOpS builds on them but adds the management of
role-bearing work under local institutional authority. DOpS
therefore supports the complete operational lifecycle of Digital
Workers—from creation and local configuration through
supervision, operational improvement, managed autonomy, and
retirement. Its purpose is not simply to deploy Al capabilities but
to enable organizations to build, operate, and continuously
improve Digital Labor under institutional control.

The maturity path

A practical maturity path begins with visibility. The organization
should know where Al-enabled systems are performing or
materially shaping work. The next stage is role definition: each
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Digital Worker has a record, owner, supervisor, scope, access
profile, and evidence requirements. The third stage is controlled
execution: context, permissions, supervision, telemetry, and
incident review operate consistently. The fourth stage is evidence-
gated authority: autonomy expands or narrows by function based
on local performance. The fifth stage is portfolio governance and
learning: Digital Workers are managed as operating capacity, and
work traces improve the organization.

Maturity should not be measured by the number of autonomous
agents. A more useful measure is the percentage of digital work
that is visible, role-defined, context-supplied, access-controlled,
supervised, measurable, incident-reviewable, and reversible.

This maturity path also supports external accountability.
Regulatory, security, privacy, and health IT requirements
increasingly emphasize safeguards, transparency, monitoring,
and reviewability.>?” DOpS provides the organization with an
execution structure for those expectations without reducing
Digital Labor to mere compliance documentation.

The DOpS Maturity Path

Each stage builds on the one before it — progress is measured by manageability, not by the count of deployed agents

p \ o STAGE 5

. o STAGE 4 Portfolio and
learning

-

o STAGE 1
Visibility
Inventory Al-enabled
work

WHAT BECOMES TRUE

o STAGE 2

Role definition
Records, owners,
supervisors, scope,
access

WHAT BECOMES TRUE

Every Digital Worker is
abounded,

- < o STAGE 3

Evidence-gated
Controlled authority Digital Workers managed
execution Autonomy managed by O oL

Context, permissions,
supervision, telemetry

WHAT BECOMES TRUE

Controls operate
consistently, not per
deployment

function, on local
evidence

WHAT BECOMES TRUE

Authority follows
demonstrated
performance, not
vendor claims

WHAT BECOMES TRUE

Work traces improve
context, workflows,
and future roles

;he orga:izatirln accountable role — not
S a hidden capability
systems perform or

shape work

Maturity is the share of digital work that is visible, bounded, supervised,

measurable, and reversible

® Not the number of autonomous
agents deployed

FIGURE 3 - DOpS maturity path. Each stage builds on the previous one; progress is measured by the manageability of digital work, not the count of deployed agents.

The executive test

The state of Digital Operations can be assessed directly. Each row
below names a domain, the question an executive should be able
to ask, and the evidence a functioning DOpS would produce in
minutes rather than meetings.

Close: Digital Operations is how Digital Labor
becomes manageable

Digital Operations is not another layer of bureaucracy. It is the
management system required when Al begins performing
accountable work. Without it, an organization may have
impressive pilots, strong models, useful automations, and good
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intentions, yet still lack visibility into role scope, context,
authority, supervision, evidence, incidents, and lifecycle.

The practical executive question is straightforward: if Digital
Workers entered ten workflows tomorrow, could the organization
say which workers exist, what they are allowed to do, what context
they use, who supervises them, what actions they took, what
errors occurred, and whether authority should change?

If the answer is no, the organization does not yet have Digital
Operations. It has deployments. The difference is not the
sophistication of the models. It is the presence of a management
system that makes Digital Labor visible, bounded, supervised,
evidenced, and reversible — and that makes every subsequent
Digital Worker easier to manage than the last.
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As Digital Operations matures, organizations are likely to develop
enduring capabilities for creating, operating, supervising, and
continuously improving Digital Workers, much as they previously
developed capabilities for quality, cybersecurity, and information
security. Rather than treating Al deployments as isolated
technology projects, Digital Operations provides the institutional
framework through which Digital Workers become a managed
operational workforce integrated with human teams.
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The operational information generated through DOpS also
extends beyond day-to-day management. Persistent Digital
Worker Records preserving role definition, authority, supervision,
performance, incidents, and operational history create evidence
that supports organizational learning while making Digital Labor
more observable as an operational risk. As digital work becomes
economically significant, these evidence structures may also
support more consistent risk management, risk pricing, and
ultimately business insurance underwriting for Digital Labor.

The Executive Test for Digital Operations

Eight questions a functioning DOpS answers in minutes rather than meetings

OOOOOOOO

visiiLity Which Al-enabled systems perform or shape work under institutional authority?
EVIDENCE A current Digital Worker registry covering every role in production

ROLE AND OWNERSHIP Does every Digital Worker have a record, owner, supervisor, scope, and access profile?

EVIDENCE Worker records with named owners, supervisors, and lifecycle status

context Which context sources are authoritative for each role, and are they current?
EVIDENCE A governed source hierarchy with owners, versions, and freshness checks

IDENTITY AND AccEss Does each worker act under its own identity with least-privilege permissions?

EVIDENCE Machine identities, permission reviews, and auditable access logs

execution conTroL Which actions require confirmation or approval, and which are prohibited?

EVIDENCE Action gates, rate limits, and rollback paths enforced at the moment of action

SUPERVISION AND EVIDENCE Can actions, sources, tool calls, approvals, and outcomes be reconstructed?
EVIDENCE Structured telemetry linked to cases, decisions, and corrections

incipents What incident categories apply, and who responds when they occur?

EVIDENCE An incident log covering near misses and escaped material errors

autonomy What evidence expands or narrows authority, and when was it last reviewed?
EVIDENCE Autonomy decisions tied to local evidence, with pause and revocation paths

@ A deployment becomes a managed operation when every row can be answered from the system of record

FIGURE 4 - Executive test for Digital Operations Systems. All answers should be immediately available to healthcare managers.

Glossary of key concepts

¢ Digital Operations. The management discipline for designing,
supervising, measuring, governing, and improving Digital Labor.

e DOpS. The system or platform layer that implements Digital
Operations across Digital Worker roles.

e Digital Worker. An Al-enabled system that performs a
bounded, supervised role within an organization's workflows
under institutional authority.

¢ Digital Worker registry. The institutional inventory of Digital
Workers, roles, owners, systems, access, authority, evidence,
and lifecycle status.

¢ Digital Worker Record. The persistent institutional record that
defines and maintains a Digital Worker’s role, ownership,
operational identity, authority, context, supervision, evidence,
performance, incidents, organizational memory, and lifecycle.
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* Execution control. The rules and technical mechanisms that
govern tool use, permissions, confirmations, action gates,
rollback, and logging.

e Autonomy management. Evidence-based expansion,
narrowing, pause, or revocation of digital-worker authority by
function.

e Change control. The process that determines which model,
prompt, policy, portal, or workflow changes require
revalidation, temporary narrowing of authority, or compliance
review.
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